DNS

Unser streng gefilterter DNS (AdGuard) ist erreichbar unter 10.128.0.3 .

e Mit den Upstream DNS Servern wird ausschlielSlich iber DoH oder DoT kommuniziert.
e Query Logs sind deaktiviert.
e Zum Andern des DNS die Zeile DNS = 10.128.0.3 in der Client Config anpassen.

o z.B.: # davor setzen (auskommentieren) zum deaktivieren

o Andern der IP fir eigenen DNS oder einen DNS von Mullvad

o Mullvad hat fur verschiedene Block-Level dedizierte DNS Server. Siehe Liste.

‘ Der DNS ist aus allen drei Netzen erreichbar! Die IP muss nicht angepasst werden!

Blocklisten

In keiner bestimmten Reihenfolge. Mehrere Listen mit gleicher Basis-Liste mdglich.

‘ Wer mehr Struktur in die Listen bringen mdchte ist herzlich dazu eingeladen.

e AdGuard DNS filter

o AdAway Default Blocklist

e NoCoin Filter List

e Scam Blocklist by DurableNapkin

e Spam404
e Big List of hacked Malware Websites

e Peter Lowe's Llst

e WindowsSpyBlocker

e sysctl.org
e Simple Tracking

e Simple Ad

e Notrack-malware

e AmazonFireTV

e notserious


https://en.wikipedia.org/wiki/DNS_over_HTTPS
https://en.wikipedia.org/wiki/DNS_over_TLS
https://github.com/mullvad/dns-blocklists/tree/main?tab=readme-ov-file#custom-dns-entries-for-use-with-our-vpn-service
https://adguardteam.github.io/HostlistsRegistry/assets/filter_1.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_2.txt
https://raw.githubusercontent.com/hoshsadiq/adblock-nocoin-list/master/hosts.txt
https://raw.githubusercontent.com/durablenapkin/scamblocklist/master/adguard.txt
https://raw.githubusercontent.com/Spam404/lists/master/main-blacklist.txt
https://raw.githubusercontent.com/mitchellkrogza/The-Big-List-of-Hacked-Malware-Web-Sites/master/hosts
https://pgl.yoyo.org/adservers/serverlist.php?hostformat=adblockplus&showintro=1&mimetype=plaintext
https://raw.githubusercontent.com/crazy-max/WindowsSpyBlocker/master/data/hosts/spy.txt
http://sysctl.org/cameleon/hosts
https://s3.amazonaws.com/lists.disconnect.me/simple_tracking.txt
https://s3.amazonaws.com/lists.disconnect.me/simple_ad.txt
https://gitlab.com/quidsup/notrack-blocklists/raw/master/notrack-malware.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/AmazonFireTV.txt
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/notserious

Phishing-Angriffe

spam.mails
Winl0 Telemetry

easylist
Samsung

malware
fake science

MS Office Telemetry

Dandelion Sprout's Anti-Malware

Easyprivacy

Progent-Ads
Notrack-Blocklist

First Party Trackers

Multi Party Trackers

Ads and Tracking extended

Android Tracking

SmartTV
1Hosts (Lite)
1Hosts (mini)

Dan Pollock's List

HaGeZi Personal Black & White

The No Tracking Blocklist

OISD Blocklist Basic
OISD Blocklist Full

Steven Black's List

Dandelion Sprout's Game Console Ads

Perflyst and Dandelion Sprout's Smart-TV Blocklist

Phishing URL Blocklist (PhishTank and OpenPhish)

Dandelion Sprout's Anti-Malware List

Stalkerware Indicators List

The Big List of Hacked Malware Web Sites

Malicious URL Blocklist (URLHaus)

DDG Android

HaGeZi's Threat Intelligence Feeds

Phishing Army



https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/Phishing-Angriffe
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/spam.mails
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/Win10Telemetry
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/easylist
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/samsung
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/malware
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/Fake-Science
https://raw.githubusercontent.com/RPiList/specials/master/Blocklisten/MS-Office-Telemetry
https://raw.githubusercontent.com/DandelionSprout/adfilt/master/Alternate%20versions%20Anti-Malware%20List/AntiMalwareAdGuardHome.txt
https://v.firebog.net/hosts/Easyprivacy.txt
https://v.firebog.net/hosts/Prigent-Ads.txt
https://gitlab.com/quidsup/notrack-blocklists/raw/master/notrack-blocklist.txt
https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt
https://hostfiles.frogeye.fr/multiparty-trackers-hosts.txt
https://www.github.developerdan.com/hosts/lists/ads-and-tracking-extended.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/android-tracking.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/SmartTV.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_24.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_38.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_4.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_34.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_32.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_5.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_27.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_33.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_6.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_7.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_30.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_12.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_31.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_9.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_11.txt
https://raw.githubusercontent.com/duckduckgo/tracker-blocklists/main/app/android-tds.json
https://adguardteam.github.io/HostlistsRegistry/assets/filter_44.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_18.txt

e ShadowWhisperer's Malware List

e Peter Lowe's Blocklist

e HaGeZi's Pro Blocklist

e HaGeZi's The World's Most Abused TLDs

e HaGeZi's Pro++ Blocklist

e HaGeZi's Ultimate Blocklist

e DDG Windows
e DDG iOS

o Alexa Telemetry

e Apple Telemetry

e Huawei Telemetry

e Sonos Telemetry

e Windows Telemetry

e Xiaomi Telemetry

e Mullvad Tracker List

e frellwits swedish

e AdGuard DNS

e Urlhaus (Malware)
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https://adguardteam.github.io/HostlistsRegistry/assets/filter_42.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_3.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_48.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_56.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_51.txt
https://adguardteam.github.io/HostlistsRegistry/assets/filter_49.txt
https://raw.githubusercontent.com/duckduckgo/tracker-blocklists/main/web/v5/windows-tds.json
https://raw.githubusercontent.com/duckduckgo/tracker-blocklists/main/web/v5/ios-tds.json
https://raw.githubusercontent.com/nextdns/native-tracking-domains/main/domains/alexa
https://raw.githubusercontent.com/nextdns/native-tracking-domains/main/domains/apple
https://raw.githubusercontent.com/nextdns/native-tracking-domains/main/domains/huawei
https://raw.githubusercontent.com/nextdns/native-tracking-domains/main/domains/sonos
https://raw.githubusercontent.com/nextdns/native-tracking-domains/main/domains/windows
https://raw.githubusercontent.com/nextdns/native-tracking-domains/main/domains/xiaomi
https://raw.githubusercontent.com/mullvad/dns-blocklists/main/files/tracker
https://raw.githubusercontent.com/lassekongo83/Frellwits-filter-lists/master/Frellwits-Swedish-Hosts-File.txt
https://v.firebog.net/hosts/AdguardDNS.txt
https://urlhaus.abuse.ch/downloads/hostfile

